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The global data sphere is expanding exponentially, pro-
jected to reach 180 zettabytes in 2025 and nearly 400
zettabytes by 2028, while current technologies are not ex-
pected to scale at nearly the same pace [2]. DNA-based
storage emerges as a promising solution to this gap, allowing
digital information to be archived in DNA molecules. This
method offers significant advantages over magnetic and opti-
cal storage solutions, including exceptional information den-
sity, improved durability, and negligible power consumption
for maintaining data integrity [3]. However, various techni-
cal challenges, such as high error rates during sequencing,
computational complexity, and scalability, hinder its practical
implementation. This work introduces a novel and scalable
method that addresses these challenges by combining Deep
Neural Networks (DNN) trained on simulated data, Tensor-
Product (TP) [4] based Error-Correcting Codes (ECC), and a
safety margin mechanism into a single coherent pipeline. We
demonstrated our solution on 3.1MB of information using two
different sequencing technologies. Our work improves upon
the current leading solutions by up to an x3200 increase in
speed, a 40% improvement in accuracy, and offers a code rate
of 1.6 bits per base in a high noise regime.

A DNA molecule is an ordered sequence that consists
of four building blocks, denoted by A, C, G, and T, and
a DNA strand can be represented as a string over this 4-
ary alphabet. The ability to chemically synthesize almost any
possible strand makes it possible to store digital data on DNA
molecules. The standard in-vitro DNA-based storage pipeline
consists of several steps (see Figure 1.a). First, the binary data
is encoded into sequences over the DNA alphabet. Next, the
encoded sequences are synthesized by a DNA synthesizer and
then stored in a storage container in an unordered manner. To
access the data, a sample is taken from the storage container,
amplified using Polymerase Chain Reaction (PCR), and then
sequenced by a DNA sequencer. The sequencer generates
reads, which are erroneous digital representations of the
strands as sequences over the DNA alphabet. However, at this
stage, the data is mixed in an unordered and random manner.
Recovery of the original binary information is then obtained
by a computationally heavy step, known as DNA information
retrieval, where some of the main bottlenecks are scalability
and accuracy, which have a natural trade-off between the two.

DNA as a storage medium has several unique attributes
that distinguish it from its digital counterparts and should be
considered in the design of the information retrieval pipeline:
1) The inherent redundancy obtained by the synthesis and
sequencing processes, where each synthesized DNA strand
has multiple copies. 2) The strands are not ordered in the
storage container. 3) The unique error characteristics from
both the synthesis and the sequencing processes. These errors
affect data integrity and are mostly of three types: insertion,
deletion, and substitution of symbols [5], where the error
rates and their characteristics depend on the synthesis and
sequencing technologies that are being used.

The information retrieval pipeline can be partitioned into
three main stages: clustering, reconstruction, and decoding.

The full version of this work can be found in [1]

First, a clustering algorithm is performed on the obtained
reads, where the goal is to partition the reads such that all
the reads in each group originate from the same encoded
sequence. Second, a reconstruction algorithm should be ap-
plied to each cluster to predict its corresponding encoded
sequence. One of the challenges in the DNA-based storage
channel is that we do not necessarily have control over the
size of a cluster, and this size is likely significantly smaller
than the required minimum size that guarantees a successful
reconstruction of the encoded sequence in the worst case. The
clustering and reconstruction algorithms utilize the inherent
redundancy of DNA synthesis and sequencing to correct
most of the errors introduced by these processes. Lastly, the
decoding step converts the reconstructed encoded sequence
back to the binary data. In this step, if an ECC was applied
during the encoding phase (prior to the DNA synthesis step),
the remaining errors can be corrected using the decoding
procedure of the ECC.

Channels with synchronization errors, such as insertions
and deletions, present significant theoretical challenges that
remain poorly understood. This gap in knowledge under-
scores the complexity and unresolved nature of addressing
synchronization errors in communication and storage. The
latter makes the design of both clustering and reconstruction
algorithms more complex. Additionally, the clustering prob-
lem is a computationally intensive problem in itself. This is
especially challenging when applied to DNA-based storage,
where the number of clusters can be extremely large; for
example, 1TB of data will require an order of billions of
clusters. Furthermore, theoretical reconstruction algorithms
designed to address deletion and insertion errors usually
assumed that the clusters were partitioned (almost) perfectly.

In this work, we suggest a practical, holistic, and compu-
tationally scalable pipeline to store and retrieve information
for in-vitro DNA-based storage systems while addressing the
various challenges mentioned above. Our solution, termed
DNAformer, utilizes a modular encoding scheme, combining
ECC and constrained codes prior to DNA synthesis and stor-
age. Our coding scheme enables the pragmatic partitioning
of large datasets into smaller blocks to allow for fast and
easy access to specific parts of the data. When a specific part
of the data needs to be accessed, a sequencing process is
used, followed by an information retrieval process. The first
step in this process is to bin the different reads into groups
based on their index. This naive approach introduces noise
into the clusters, which we treat in the following steps. The
benefit is a significant increase in the speed of the clustering
step over alternatives, more noise-tolerant approaches, such
as hash-based or tree-based clustering approaches.

In the second step, we utilize a DNN to reconstruct
a sequence over the DNA alphabet based on a non-fixed
number of reads with varying lengths and solve a sequence-to-
sequence, Multiple-In-Single-Out problem. The model archi-
tecture uses a combination of convolutions and transformers
followed by a confidence filter to screen correct predic-
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Figure 1. End-to-end solution for DNA information retrieval. a, shows a

schematic description of our solution for the DNA-based storage pipeline.
The numbers 1-6 depict the different stages through the process. In Roman
numerals, we depict steps that are part of the training pipeline. b, shows
a detailed view of the information retrieval process showing the DNN
architecture, confidence filer, CPL, and the input to the decoder.

tions from false ones. The suspected incorrect predictions
can go through a second reconstruction step, a dynamic
programming-based algorithm termed Conditional Probability
Logic (CPL). The CPL algorithm analyzes the reads in each
cluster and estimates their possible errors and probabilities
according to the reads’ similarity in the edit distance metric.
The main advantage of the CPL algorithm is that it does not
require prior knowledge of the cluster’s error probabilities,
and by estimating them, it is possible to predict a good
estimation even for small and highly erroneous clusters. This
step adds another degree of freedom in our solution to deal
with the tradeoff between accuracy and speed, where the
purpose is to deal with more challenging cases while not sac-
rificing the run-time capabilities of the system. Furthermore,
our approach uses the concept of safety margin to quantify
how robust the information retrieval pipeline is under specific
working conditions (see Figure 1.b) .

The third step is the decoding of the data, where we utilize
a modified TP code. In our solution, we modify the standard
TP approach to take advantage of the first two steps, the
clustering and reconstruction steps, and create a coherent,
unified pipeline. This approach allows us to take advantage of
the inherent redundancy and success of the upstream steps to
reduce the redundancy within the coding scheme. Our scheme
allows simple integration with a large family of constrained
codes and flexibility with error correction capabilities. A full
description of these steps and other features of the system
can be found in [1].

Due to the high cost of acquiring large amounts of real
data sufficient for training a DNN, we based our approach
on simulated data. Our training methodology uses only a
small amount of real data to model the error rates during

the synthesis, PCR, and sequencing processes. Once these
errors are modeled, simulated data can be generated to train
a DNN in any quantity required. An important distinguishing
property of this methodology is that the errors need to be
modeled only once for each combination of synthesis and
sequencing technologies, which makes our method scalable
and cost-effective. A key point of our solution strategy is that
we do not teach the model to utilize underlying semantics and
file structure, but rather focus on the noise characteristics of
the synthesis and sequencing processes. This gives the model
the important ability to process unstructured and structured
data with similar performance.

Based on our methodology, we created a new dataset that is
composed of two parts: 1) a pilot dataset containing random
information encoded into 1,000 sequences to analyze the
noise characteristics, and 2) a main dataset of 110,000 en-
coded sequences. The two datasets were synthesized by Twist
Bioscience and obtained at different dates to make sure that
they are as independent as possible. To examine our approach
on different sequencing technologies, sequencing was done
using both Illumina miSeq and Oxford Nanopore MinION.
To evaluate the accuracy and performance of DNAformer,
we used both of our datasets, [llumina and Nanopore, as well
as four additional publicly available datasets. The previously
published datasets differ in their synthesis and sequencing
technologies, leading to different noise characteristics. We
compared our method with five published state-of-the-art
(SOTA) algorithms. Our results demonstrate a major perfor-
mance improvement (see Table I and Table II). Our solution
achieves near-perfect performance even under extreme noise
conditions, making it the most reliable and scalable method
for information retrieval in DNA-based storage.

DNAformer BMA Divider
(This work) Tterative [10] Lookahead [11] | FYPrid [10] BMA [10] Vs 2]
Estimated reconstruction | 9 minutes | 20 days, 16 hours, | 1 day, 10 hours, | 13 hours, 1 day, 7 hours, | 1 day, 15 hours,
time for 100MB and 18 seconds 12 minutes 44 minutes 53 minutes 9 minutes 41 minutes

of information and 32 seconds and 5 seconds.

(single GPU) and 38 seconds | and 43 seconds | and 48 seconds

Table I. Comparison of the DNAformer to SOTA DNA reconstruction
methods, each column shows the estimated reconstruction time for 100MB
of information, where our method achieves significant reduction in time.

DNAformer ; BMA - Divider
(This work) | "terative 101 11 ooanead 117 | YO 101 | pyiaf1gp | VS 112
Exlich et al [0] 0.021% 0.021% 0.021% 0.021% 0.021% | 0.022%
Organick et al. [7] 0.17% 0.25% 0.26% 0.26% 0.27% 0.32%
Grass et al. [3] 0.66% 0.62% 0.80% T.00% 1.62% 3.00%
Srinivasavaradhan et al. [9] 14.58% 16.72% 31.44% 87.77% 94.35% 91.36%
This Work (Illumina) 0.0055% 0.0073% 0.0073% 0.0073% | 0.0073% | 0.0091%
This Work (Nanopore) 1.65% 3.30% 8.66% 36.90% 4325% | 26.18% |

Table II. Comparison of the DNAformer failure rate to SOTA DNA
reconstruction methods over several datasets, where the DNAformer
achieves SOTA results (lower is better).

REFERENCES

[1] Bar-Lev et al., Scalable and robust DNA-based storage via coding theory and deep

learning. Nat Mach Intell, 2025. https://doi.org/10.1038/s42256-025-01003-z

Rydning et al., The Digitization of the World From Edge to Core. Framingham:

International Data Corporation, 2018.

Meiser et al., Synthetic DNA applications in information technology. Nat Commun,

2022.

Wolf, J. On codes derivable from the tensor product of check matrices. IEEE

Transactions on Information Theory, 1965.

[5]1 Heckel, et al., A Characterization of the DNA Data Storage Channel. Scientific
reports, 2019.

[6] Erlich, Y. & Zielinski, D. DNA fountain enables a robust and efficient storage

architecture. Science, 2017.

Organick et al. Random access in large-scale DNA data storage. Nature Biotech-

nology, 2018.

[8] Grass et al., Robust chemical preservation of digital information on DNA in silica

with error-correcting codes. Angewandte Chemie International Edition, 2015.

Srinivasavaradhan et al., Trellis BMA: Coded Trace Reconstruction on IDS

Channels for DNA Storage. ISIT, 2021.

[10] Sabary et al., Reconstruction algorithms for DNA storage systems. Scientific
Reports, 2024.

[11] Gopalan et al., Trace reconstruction from noisy polynucleotide sequencer reads.
U.S. Patent Application, 15/536,115, 2018.

[12] Viswanathan, K. & Swaminathan, R. Improved string reconstruction over
insertion-deletion channels. ACM-SIAM Symposium on Discrete Algorithms, 2008.

2

[3

[4

7

[9



	References

