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DNA-based data storage systems provide distinct
advantages over conventional magnetic, optical, and
flash storage media in terms of data storage density,
data longevity, and energy efficiency [1,2,3]. They also
offer random-access and rewriting solutions, made
possible through controlled polymerase chain reactions
(PCR) and overlap-extensions PCR, or specialized
microelectronic circuitry [4]. The systems can be made
portable through the use of nanopore sequencers [5],
and adapted to write and read using chemically
modified DNA [6]. Nevertheless, molecular storage
systems are still not broadly adopted due to substantial
implementation challenges such as the significant cost
of DNA synthesis and the lack of adequate ownership
protection (watermarking) due to the absence of
copyright safeguards. One viable strategy to mitigate
the high cost associated with synthetic DNA entails
using both the sequence content and topological
structure to encode user-defined information. Existing
systems predominantly exploit the sequence content of
synthetic DNA oligonucleotides for information
storage, while the significant potential of the
topological dimension of DNA oligonucleotides (i.e.,
the sugar-phosphate DNA backbone dimension)
remains underutilized. Currently, the only known
technique that uses topological modifications of the
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form of nicks in the backbone to store information is
the DNA Punchcards system [7]. However, DNA
Punchcards encode only a single bit of information at
each nicking site, thereby offering only a fraction of
the recording density achievable by sequence-content
storage mechanisms. To bridge the gap between the
storage densities of DNA Punchcards and sequence-
content storage systems, one would need to find a way
to increase the alphabet size available for storing
information at the nicking sites. This work proposes a
new approach to encode nonbinary information at the
nicking sites by using different lengths of DNA strings,
which are henceforth referred to as DNA Tails. For
native DNA, the sugar-phosphate backbone naturally
serves as a linear location reference for the symbols
(Figure 1).

In DNA Tails, the tails are essentially single-
stranded DNA fragments enzymatically synthesized on
nicked double-stranded substrates. The writing process
proceeds through rounds of enzymatic nicking at
preselected locations (indicated by crosses on the DNA
duplexes and marked by Os in the top row of Figure 1
(a)) and labeling; these encoding rounds result in tails
of different lengths representing symbols of a large
coding alphabet. Label 0 denotes unprocessed
locations (no nick nor tail), label 1 indicates a nicked
location without a tail, while all larger
labels (i.e., 2-7) correspond to different
average lengths of the DNA tails at the
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given locations. The smaller the label,
the shorter the average length of the tail.
To control the relative average tail
lengths, one partitions the locations of
the tails to be synthesized according to
the value of the label in decreasing
order. For example, when writing
70216745 at some preselected locations
(possibly distributed across both
strands), one starts with the two
locations that store label 7. These are
the first locations nicked, as indicated in
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5 nicking, DNA tails are grown
(synthesized) at the nicking sites under
controlled experimental conditions,
leading to constructs of relatively short
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Figure 1. (a) The writing process for DNA Tails and applications (DNA flash (b),

rank modulation-encoded flash memory (c) and watermarking (d)).

lengths. The locations where the next,
second-largest symbols appear are
nicked next, followed by enzymatic
synthesis at all “active” sites -- i.e.,
those sites that are nicked and those
sites that already contain tails. Since the
sites corresponding to label 7 are
subject to two rounds of enzymatic
synthesis, their lengths are expected (on



average) to be longer than those of tails corresponding
to label 6, as illustrated in the last row of (a).
Proceeding, we arrive at a construct in which the tails
are of different lengths, and proportional to the symbol
value to be stored. Note that the encoding procedure
involves a staggered nicking-tail extension process, as
in this case, it is easier for us to control the relative
average tail lengths extended at each nicking site,
compared to directly extending the tails to desired
lengths. An example of the distribution of synthesized
tail lengths (corresponding to an eight symbol
alphabet, i.e., storing three bits) is given in Figure 2.

Rounds of Labeling Reactions = 1, L = 16.63 Rounds of Labeling Reactions = 2, L = 32.51
3000 1750
2500 1500

- 2000 1250
€

g
s 2 1000
8 1500 8
750
1000
500
500 250
0 0 =
0 20 40 60 80 100 0 20 40 80 100 120
Length of Tails L Length of Tails L
Rounds of Labeling Reactions = 3, L = 51.13 Rounds of Labeling Reactions = 4, L = 70.76
600 |
400
500
300
400
E £
300
8 8200

100 125 150 175 50 100 150 200

0 25 50 75
Length of Tails L Length of Tails L

Rounds of Labeling Reactions = 5, L = 90.08 Rounds of Labeling Reactions = 6, L = 100.52

0 50 100 150 200 250 300 0 50 100 150 200 250 300 350
Lenath of Tails L Lenath of Tails L

Figure 2. The distribution of tail lengths
corresponding to six symbols (the 0 symbol is
represented by the absence of a nick, while the symbol
1 corresponds to a nick without a tail). The enzyme
used for nicking is Nt.BsmAl.

The same approach can be used to introduce
watermarking information that does not interfere with
the sequence content, when the double-stranded DNA
is not native but rather contains proprietary user-
defined content. The watermark is of the form of a
“hidden” combination of location of (oligo) tail sites
and their random content (Figure 3, with an example of
six watermarked images).

Typical errors observed in the system correspond to
impeded growth of long oligos (large symbols) after a
certain number of labeling steps. These errors can be
seen as asymmetric errors that “freeze” the values of
larger symbols to some smaller values. Coding
schemes that can handle these errors both in the large
alphabet setting as well as for rank modulation coding
will be described in a companion paper.
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Figure 3. (a) Watermarked images; (b) Results of
enzymatic processes tested for removal of watermarks,
all of which either failed to adequately remove the
marks or lead to disintegration of the substrate; (c) List
of enzymes used for potential removal; (d) Tail length
distributions after attempted removals.
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