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Background
• Ensuring data integrity and reliable storage over SCM requires protection against:

– Memory defects - handled by erasure coding  XORing across a RAID stripe

– Random errors - handled using ECC

• Small access granularity and harsh QoS requirements of SCM  Short Algebraic ECC codes, e.g. BCH

• Relatively low correction capability  Algebraic codes do not utilize “Soft” information

• ECC and XOR use separate unshared overprovisioning – suboptimal & inefficient!
– XOR OP mainly needed at early memory life 

(most defects exposed after small number of P/E cycles)

– ECC OP mainly needed at end of memory life 
(random errors rate increase when memory is worn out) 

• Proposed solution: Joint “Soft” BCH & XOR Decoding

– Effectively a long code with higher redundancy

– Can utilize “Soft” information

– Simple and low complexity scheme  
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Joint “Soft” BCH & XOR Decoding
• Conventional system: multiple pages fail BCH decoding within a XOR stripe  Data loss!  

(E.g. in case of X-temp which elevates the BER across the entire memory die)                                                                                                                            
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• Proposed Joint Soft BCH&XOR decoding:
In case a page fails both BCH decoding and XOR recovery, perform the following steps:

Hard Bit (PHB):              1       1       0      0    
IdIonIoff

Joint “Soft” BCH & XOR Decoding

• Read the failing page PHB from the memory

• Generate a “noisy” version of the failing page using the XOR mechanism: 
PXOR = XOR of all other (potentially decoded) pages in the XOR stripe

• Generate a soft bit page PSB, indicating which cells in the failing page are error prone 

• Generate a combined page PCOMB by combining PHB and PXOR using the soft bit page PSB:
PCOMB = (PHB AND PSB) OR (PXOR AND (NOT PSB))

• Apply BCH decoding to the combined page PCOMB

Soft Bit  (PSB):              1       0       0      1 

-Δ +Δ

XOR PXOR PCOMB+ =
√
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: PCOMB = (PHB AND PSB) OR (PXOR AND (NOT PSB))

Page combining: replace unreliable bits in the read page by the corresponding bits 
in the page reconstructed from XOR mechanism  

Joint “Soft” BCH & XOR Decoding 

Hard Bit (PHB):    1       1       0      0    

IdIonIoff

Soft Bit  (PSB):    1 0       0 1

-Δ +Δ

𝛼 ∙ 𝐵𝐸𝑅ℎ𝑖𝑔ℎ (1 − 𝛼) ∙ 𝐵𝐸𝑅𝑙𝑜𝑤(1 − 𝛼) ∙ 𝐵𝐸𝑅𝑙𝑜𝑤

0.6% = 0.95 · 0.1% + 0.05 · 10%

0.125% = 0.95 · 0.1% + 0.05 · 0.6%

k = 2   BERXOR = 0.6%
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Theoretical analysis for joint “Soft” BCH & XOR Decoding
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k is the number of pages in the XOR stripe that failed the initial BCH decoding
For the Fast Soft BCH+XOR scheme k = N (as no initial BCH decoding is done) 

• The decoding failure probability for the Joint Soft BCH&XOR scheme can be analyzed as follows:
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Hard Bit (PHB):    1       1       0      0    

IdIonIoff

Soft Bit  (PSB):    1       0       0      1 

-Δ +Δ

𝛼 ∙ 𝑝ℎ𝑖𝑔ℎ (1 − 𝛼) ∙ 𝑝𝑙𝑜𝑤(1 − 𝛼) ∙ 𝑝𝑙𝑜𝑤
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Iterative Joint “Soft” BCH & XOR Decoding  

• Iterative joint “soft” BCH & XOR decoding:

– Traverse all the failing pages within the XOR stripe 

– Apply the proposed scheme to each failing page:
• Generate a “noisy” representation of the page by XORing all other pages in the stripe (PXOR)
• Generate the combined page: PCOMB = (PHB AND PSB) OR (PXOR AND (NOT PSB))
• Decode PCOMB

– Continue iteratively, as long as at least one failing page was successfully decoded during the pass
• # of failing pages within XOR stripe reduced along iterations  BER of PXOR reduced  decoding success probability increased

• Additional enhancements are possible:

– Using Soft Bits also during generation of PXOR

– Using Erasures 

• The iterative version cannot be analyzed analytically and require simulation

– The statistical dependencies from one iteration to the next are intractable 
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Theoretical Analysis Vs Simulation Results

Simulation

Theoretical 
analysis

X2.5

X4
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Summary

• Sharing of the ECC and XOR overprovisioning
– XOR OP mainly needed at early memory life

(most defects exposed after small number of P/E cycles)

– ECC OP mainly needed at end of memory life
(random errors rate increase when memory is worn out) 

• Significant correction capability gain 
– Effectively longer ECC code with lower code rate

– Allows to utilize “soft” information by an Algebraic ECC decoder in a very simple way

– Large boost in the random error correction capability – ~ X4 (depending on the UBER)

• Very simple implementation 
– Using existing BCH decoder and XOR hardware 

– Reusing of existing BCH decoding and XOR recovery flows 

• Full theoretical analysis can be done for the basic (non-iterative) scheme
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Thank You !
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