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I. INTRODUCTION

Deep learning has become a key driving force for artificial
intelligence (AI) and has found many applications. It is im-
portant to study the implementation of Deep Neural Networks
(DNNs) in hardware, because hardware-implemented DNNs
are faster and more energy-efficient. In hardware, the real
values of weights in the DNN can be stored in non-volatile
memory (NVM) cells (e.g. memristors). However, over time,
various types of noise will appear in the cells and degrade
the performance of DNNs. Hence, it is important to find
error correcting schemes for protecting weights of DNN,
and optimize their performance.

In this work, we study how the performance of DNNs
degrades when noise is present. We focus on two analog error
correcting codes (ECCs) which are suitable for protecting
analog weights in DNNS. In the first code, we have designed
a systematic linear analog code, which allows the weights
of the DNN to be stored in their original form. In the
second code, which is a systematic non-linear analog code,
we design a new maximum a posteriori (MAP) decoder for
enhanced error correction. We experimentally show that these
codes can significantly improve the performance of DNNs.
We then extend the study to binarized DNN, and show how
noise in different layers affects the DNN performance in
different ways. This observation is useful for optimizing the
code rates of ECCs protecting different layers of the DNN.

II. How NOISE DETERIORATES DNN PERFORMANCE

In this section, we study the performance of DNNs when
weights are susceptible to noise from the Additive White
Gaussian Noise (AWGN) channel. We measure the perfor-
mance by accuracy of DNNs, i.e. their fraction of correct
classification outputs. We consider different kinds of DNN
models. For example, we use two trained convolutional neural
networks(CNNss) of around 1.2 million weights each for the
MNIST and CIFAR-10 datasets. MNIST is a well-known
dataset of handwritten digits, whereas CIFAR-10 is a dataset
used for classification of images into 10 classes (eg. airplanes,
cats, dogs etc.). We also use a long short term memory
(LSTM) network for the IMDB dataset, which assigns movie
rating as “good” or “bad” based on text reviews. Further
details on the above models can be found in [2]. The decrease
in accuracy caused by decrease in SNR is shown in Fig. 1 a)
in solid lines. It is observed that, while the presence of noise
decreases the performance of all DNNSs, the loss in accuracy
can be significant for models like CIFAR-10.
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Fig. 1. a) Accuracy vs SNR (high to low) for noisy weights (solid lines)
and weights corrected by linear analog codes (dotted lines) for CIFAR-10,
IMDB and MNIST datasets. b), ¢c) MSE distortion vs SNR (low to high) for
ResNet-50 and VGG-16 respectively.
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Fig. 2. BNN Accuracy vs bit error probability for a) MNIST, b) CIFAR-10

III. ANALOG CODES FOR NOIsY DNN

Since typical DNN weights are analog numbers, in this
section, we study the use of linear and non-linear analog
codes, which convert a vector of analog symbols to an analog
codeword for error correction.

A. Linear Analog Codes

In this section, we design systematic linear analog codes,
which is an extension of the codes in non systematic form in
[4]. A linear analog code converts a real vector u € REX1 to
codeword vector v € RV*1, by v = GTu. Each coordinate
u; has mean O and variance D,. G is called a K x N
generator matrix. The codeword v passes through a channel,
characterized by the noise vector n € R™V*!, where each



ii.d. coordinate n; ~ N(0,02). The received signal is given
by r = v + n. The decoder takes the noisy message r
to produce @, which is an estimate of u by @ = Ar,
where A is the decoding matrix. G is designed to ensure
that the energy per information symbol of the signal v is
Ey. Also, for an maximum likelihood (ML) decoder A,
the optimal G to reduce the mean squared error is given
by GG = diag{£, £, ..., - }. G can be formed by
deleting (N — K) rows of an orthogonal matrix, and scaling
Ey

it appropriately by a factor Do

In our case, let us assume we have a vector w of K weights
in a DNN, where weights w; come from a distribution with
mean g and variance D,,. We first convert the vector w to
the message vector u where u; = w; — pu. We would also
want the analog codes to be systematic, so that the actual
weights can be stored in hardware. In other words, we want
the G to be of the form (Ix | P) where P isa K x N — K
matrix and Iy is a K x K identity matrix. The matrix P
can be constructed as follows. P can be constructed by by
deleting (N — 2K) rows of an N — K x N — K orthogonal
matrix, and scaling it appropriately by a factor g—z -1,
for K < N — K and E, > D,. The following theorem can
be proved :

Theorem 1. G = (Ix | P) is a systematic matrix which
satisfies the condition GGT = diag{%, %, ..... , %}

B. Non Linear Analog Codes

Now, we discuss error correction of weights of a deep
neural network using systematic non-linear analog codes
based on two dimensional tent maps. The noise in this case
corresponds to a Gaussian distribution n ~ N(0,02). The
non-linear code is an extension of previous work [5], [1],
which uses a two dimensional tent map encoder. In this
work, we introduce a MAP decoder as compared to the ML
decoder, because the neural network weights are far away
from a uniform distribution.

This encoder takes an input message sequence u =
(up,u1) of length K = 2, where each message has a range
[—1, 1]. The 2-dimensional tent map function can be written
as (z3,4:) = Fai—1,¥i-1) = 1 —|zim1+yica ], 1 — |z —

yi—1|) where o = wo, yo = u1, Z;,y; are elements of
codeword. We set our code rate here to be 1/2. Then the
codeword for u = (ug,uy) is the vector (xo,¥yo,Z1,Yy1)-

The codeword (o, yo,1,y1) passes through the AWGN
channel to give the received codeword (R, , Ry,, Rs,, Ry, )-
In this case, the two-dimensional tent code is decoded by the
maximum a posteriori probability (MAP) rule. The estimates
(tip, 1) are given by

argmax P(Rx(ﬂRyoszclvRyl“r07y07xlay1)P('T07y0)

We assume all weights of the deep neural network are
subject to Gaussian distribution u ~ N(u,02), and derive
the following formula for 4y and u; :
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Here, s; and so are signs of the received information. s; is
1, when R,  + R,, > 0 and —1 otherwise. s5 is 1, when
R,, — Ry, > 0 and —1 otherwise.

IV. RESULTS AND EXTENDED WORK
A. Performance of Analog Codes

We now present some results of the accuracy of different
networks, when the weights are protected by linear analog
codes. The results are shown in Fig. 1 a) in dotted lines. The
results show an improvement in accuracy in all DNN models.
However, significant improvement is seen for the accuracy of
the CIFAR-10 dataset, whose performance was affected the
most by noise. We also explore the mean squared error (MSE)
distortion for symbols of the non-linear ECC, and compare
their performance with linear analog codes. We consider the
LMMSE decoder as shown in [4] for the linear code and
both the MAP and ML decoders for the non-linear code. We
consider the ResNet50 model, which is a 50 layer residual
network with 25.6 million weights and VGG-16 which is a
16 layer CNN with 138 million weights. Fig. 1 b) and c)
show that the MAP decoder shows the minimum distortion.

B. Extended Work

Our research so far studies analog weights protected by
an analog ECC. An alternative is to use binarized neural
networks (BNNs), where all weights are in {—1,1} so that
binary ECC becomes a natural choice. BNNs have two
advantages : smaller network sizes and ease of hardware
implementation. To use binary ECC to protect the weights of
BNNE, it is important to know how noise in different layers
can affect the performance. We show our initial results in
Fig. 2 a) and b), which are for MNIST and CIFAR-10 datasets
respectively. The x-axis represents the bit error probability
of the weights in each layer (only a single layer is made
noisy each time), and the y-axis represents the accuracy of
the DNNs. It can be seen that the noise in initial layers
deteriorates the performance of DNN more substantially than
subsequent layers. This observation is helpful for optimizing
the code rate of ECCs for different layers. More details can
be shown in the full presentation of the paper.
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